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Abstract

A core task in quantum anomaly detection is to quantify how strongly a test quantum state devi-
ates from normal states. Classical principal component analysis (PCA) evaluates this anomaly score
relative to the subspace spanned by selected leading eigenvectors, but for quantum data, centering,
eigenvector recovery, Gram-matrix construction, or QRAM-style loading can be more expensive
than estimating the anomaly score itself. We propose Quantum Spectral Anomaly Detection (QS-
PADE), which computes PCA-like anomaly scores directly from the spectrum of the average normal
state. Instead of hard PCA rank selection, QSPADE uses a smooth, temperature T-controlled spec-
tral threshold, allowing near-threshold components to contribute partially and making the score
continuous and less sensitive to noise or arbitrary cutoffs. QSPADE recovers the hard-projector
PCA score when T' — 0. The resulting measurement-based detector can be calibrated with sam-
ple complexity independent of the data dimension. Simulations show that QSPADE behaves like
kernel PCA on encoded classical data and detects changes across a transverse-field Ising transition
without predefined order parameters. Consequently, QSPADE gives an efficient framework for both
quantum-kernel anomaly detection and the monitoring of quantum-native systems.

1 Motivation and contribution

Anomaly detection is a one-class learning problem: from examples assumed to be normal, one assigns
a new test object an anomaly score so that larger scores indicate stronger deviation from the normal
source. Classical PCA gives a spectral way to construct such scores. After centering the training
vectors, PCA keeps the dominant eigenspace of the covariance matrix; the usual residual statistic Q
is the squared weight of a test point outside this principal subspace, while Hotelling’s 72 statistic
measures unusually large leverage inside the retained subspace [1-3].

For quantum data, the output is still only a scalar anomaly score, but the standard PCA pipeline
asks for more information than the score itself. Quantum kernel PCA and quantum one-class methods
can import nonlinear feature spaces, while they commonly rely on pairwise Gram matrices or QRAM-
style data access assumptions [4-6]. Quantum PCA and block-encoding methods give spectral access
to density operators or matrices [7, 8], yet full eigenvector recovery or hard spectral resolution may
be unnecessary if the only target is to decide whether a test state lies in the learned normal support.
Variational one-class models and quantum autoencoders avoid explicit diagonalization, but replace it
by trainable circuits (may face barren plateaus) and their optimization costs [9-11].

QSPADE is designed around the scalar nature of the task, avoiding the extra reconstruction,
matrix access, rank selection, and optimization cost. Its main point is not to reconstruct the principal
components of quantum data, but to measure the acceptance probability of a test state under a learned
quantum detector. Moreover, classical data can be centered before being embedded into feature states
if the goal is to reproduce centered PCA monitoring. However, quantum-native states are already
normalized positive operators; subtracting a mean state generally leaves the physical state space.
QSPADE therefore uses the uncentered average state as the normal spectral object.

Contributions are threefold. First, we formulate the anomaly detector as an optimal measurement
effect, accepting normal states with high probability. Second, we replace the discontinuous retained
rank by a smooth retained-mass calibration, which is the quantity that can be estimated directly
from dimension-independent measurements. Third, we give quantum implementations for both global
calibration and single-target deployment, and show that QSPADE behaves like kernel PCA on encoded
classical data and works on quantum-native data even when no clear spectral gap identifies a rank.



2 QSPADE detector

Let p1,...,pn be normal training states. Their average state C == p = % Zf\; 1 pi plays the role of a
quantum covariance object. A measurement effect is an operator M satisfying 0 < M =< I; it accepts
an input state o with Born probability Tr(Mo). If C' = 3 ; Ajlu;)u;|, the hard rank-K detector
Py =3 ;< g|uj)u;| maximizes normal acceptance Tr(MC) among all rank-K effects. Thus the top
eigenspaces of C' are the quantum analogue of the principal support.

The problem with Pg is that the rank K is a discontinuous choice. When eigenvalues near the
cutoff are close, whole spectral components flip from normal to anomalous under a tiny change in
rank. QSPADE replaces this hard choice by a soft spectral detector
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where f : R — (0,1) is a monotone response function, for example a logistic or Gaussian-threshold
response. The scalar y is the spectral threshold and T > 0 is a temperature, or resolution, parameter.
Eigenvectors of C' with \; > pu are accepted with weight near one, eigenvectors with \; < u are
rejected with weight near zero, and boundary modes are accepted fractionally. As T" — 0, the detector
converges to the hard projector onto the eigenspaces above p. The soft detector is not only a heuristic
smoothing of PCA. It is the unique solution of the regularized support-learning problem

oin {pTe(M) —Tr(MC) +T Trér(M)},
where ¢; is the convex generator associated with the response f. The term — Tr(MC) rewards
acceptance of normal data, 1 Tr(M) penalizes detector size, and T'Tr ¢ ¢ (M) prevents an all-or-nothing
occupation pattern near the spectral cutoff.
For a desired retained mass a € (0,1), QSPADE chooses the unique threshold p, satisfying
Tr(M ;{mTc) = «. The residual anomaly score of a test state o is then

Qf(0) =1 - Tx(M] 10).

This is the default QSPADE score. It is the quantum analogue of the PCA residual @), but with a
retained-mass threshold rather than a hard retained rank. A Hotelling-type score can also be built by
taking differences of nearby soft thresholds, thereby forming soft spectral windows; this is useful when
one wants to detect abnormal leverage inside the retained support.

3 Quantum implementation

The detector above can be accessed without explicitly recovering eigenvectors. One implementation
uses a qumode control: choose the response f and prepare a control-qumode with reflected position
density g7, (q) =T, L#'(—q/T}). After a controlled evolution Us = e~P®C/T2  measuring the position
of the control and applying a classical threshold implements M ;{7T1T2' Because changing p changes
only the classical threshold, the same measurement records can be reused to sweep many retained-
mass targets. The empirical tail function of the position outcomes estimates Tr(M LJ;TC’), and the
Dvoretzky—Kiefer—Wolfowitz inequality gives dimension-independent

O(n_2 logé_l)

shots to learn the retained-mass curve to additive error n with failure probability ¢ [12, 13]. In the
sample-access setting, this type of evolution evolution ¢C/T on qubits can be achieved by density
matrix exponentiation [7, 14] using copies of C.
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Figure 1: Left: Average normal state spectrum and soft occupations, showing hard rank instability.
Black points: eigenvalues \;(C') (log scale); dotted line: sampling resolution 1/N (N = 600). Vertical
dashed line: hard rank K(a) =7 (a = 0.99). Colored curves (right axis): soft occupations f((A; —
ta)/T) for various T. Right: Mean anomaly scores for a dominant normal (50%), rare normal
(1.6%), and paramagnetic anomaly mode. Qaw and hard K = 4 projectors score the rare normal
mode above the anomaly, while K = 6 yields zero, hiding its rarity. QSPADE yields an intermediate
score; resolving the tail via T keeps the rare normal mode below the anomaly. Thus, soft scoring
distinguishes normal rarity from genuine anomalies.

For a single target «, a qubit-only route is also possible. If the response f is approximated by a
bounded superposition of phases, then Tr[f((C —ul)/T)p] can be estimated by randomized Hadamard
tests using controlled evolutions /T The shift by ul contributes only a known scalar phase on the
control qubit, so calibrating a different threshold does not require a different data-register simulation.
This route has sample complexity O(A?m_2 log 6~1), where A is the sampling prefactor of the chosen
phase representation [15].

4 Numerical Results

We test QSPADE in two settings corresponding to its intended uses. First, for classical data embedded
as quantum feature states, QSPADE behaves as a quantum kernel anomaly detector: on blob, moon,
and ring geometries, QSPADE obtains ROC-AUC scores 0.93,0.88,0.88, comparable to RBF kernel-
PCA (0.93,0.87,0.82) and much more stable than linear PCA (0.89,0.66,0.57) on curved data.

Second, we use quantum-native transverse-field Ising data. The normal source is a low-energy
mixture from the ordered phase at field hy = 0.4, while anomalies come from the paramagnetic
phase at hg = 1.2. The average normal state has a graded spectrum, so a hard retained rank is
ambiguous: several nearby retained-mass targets choose different ranks, and the cutoff reaches the
sampling-resolution floor. As shown in Fig. 1, QSPADE instead assigns fractional occupation to
boundary modes and separates rare but valid normal sectors from genuine support mismatch.

The distinction is important operationally. A density-weighted raw overlap score can mark a rare
normal mode as more anomalous than a paramagnetic test state, simply because the rare mode has
small probability inside C'. A hard projector has the opposite problem: depending on the chosen rank,
the same rare mode is either fully rejected or fully absorbed. In our simulation, at the resolution
that resolves the spectral tail, QSPADE gives this rare normal sector a small but nonzero score while
assigning a substantially larger score to the paramagnetic anomaly class. Thus the score carries
information about rarity within the normal support without confusing rarity with leaving the support
altogether.
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