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Summary Today’s quantum devices are affected by the problem of noise, which is still a non-
negligible part of quantum computation. Accurate noise characterization is therefore a crucial
task that must be implemented for further development of quantum technologies. Existing
methods, though widely used, are lacking in at least one of three crucial aspects of an ideal
noise characterization protocol: scalability, ability to capture the full structure of realistic noise
and experimental feasibility. In this work, we address the problem of reconstructing the noise
affecting a layer of gates, and present a protocol that combines all three features by relying
on the physically motivated ansatz of low-degree quantum channels—a structure that arises
naturally in the regime of weak noise. We present two main contributions that make this
possible. First we introduce a single-qubit randomized-measurement protocol that enables the
efficient and experimentally-accessible reconstruction of low-degree quantum channels, with
recovery guarantees in £ and diamond-norm. This is achieved through a tailored choice of the
shadow-tomography reconstruction function, which we exploit to obtain the first exponential-
to-polynomial improvement in shadow sample complexity for a practically relevant scenario.
Second, we extend the protocol to the case of noise arising from a layer of gates. To do that
we show how to isolate the noise component of the evolution (the truly low-degree one) by
implementing gate inversion in classical post-processing.

Setting. Quantum process tomography, i.e. the complete reconstruction of an unknown quan-
tum channel, has long been a central challenge in quantum information [1]. Although it provides
full knowledge of system dynamics, its standard formulations require resources that scale ex-
ponentially with system size [1, 2], severely limiting practical applicability. This limitation is
particularly relevant for noise characterization in quantum devices, where understanding opera-
tional imperfections is crucial for error mitigation, correction, and hardware benchmarking [3-8].
Existing approaches face a fundamental trade-off: full tomographic methods, such as gate-set
tomography, offer complete information but are prohibitively costly [1, 2, 9-12], while scalable
techniques like randomized benchmarking and shadow-based methods efficiently estimate global
figures of merit but cannot reconstruct the full noise process [8, 13-21].

An intermediate strategy is to assume an ansatz for the noise structure and attempt to re-
construct only its parameters, rather than the full exponential description. This strategy can
dramatically reduce complexity, but so far it has come with important drawbacks. Common
ansétze, such as restricting to Pauli-diagonal channels [22, 23], cannot capture coherent errors,
which are known to be relevant in many physical platforms [24]. More expressive ansitze, on the
other hand, have either relied on experimentally unrealistic requirements, such as multi-qubit
measurements, or lacked rigorous recovery guarantees [25-29]. Among the proposed models,



the low-degree ansatz [29] has emerged as a physically motivated and expressive description
of realistic noise, capturing both correlated and coherent errors while reducing the parameter
space to a polynomial size. This ansatz arises naturally in the weak noise regime, and captures
the intuition that errors arise as a stochastic mixture of local events: while the global channel
may affect all qubits, each elementary error acts non-trivially only on a bounded number d of
qubits. Formally, in the n-qubit Pauli basis {Pg}gec(0,1,23)» (With Py = 1), the channel can
be written as: £(p) = ZaﬁﬁgxaEP&pPg, with x ;5 = 0 whenever wt(Pz) > d or Wt(PB‘) > d.
This reduces the number of independent parameters from exponential in n to O(n?), while still
capturing important features such as coherent errors and crosstalk.

In this work, we adopt this ansatz and focus on reconstructing the noise generated by a layer
of two-qubit gates. This setting raises two central challenges: (i) developing an efficient and
experimentally friendly protocol for learning low-degree quantum channels, and (ii) isolating
the noise process (the truly low-degree one) from the ideal implementation of the gate layer. In
the following, we show how to address these challenges and highlight our main contributions.

(i) Efficient and experimentally-friendly tomography of low-degree quantum chan-
nels. Until now, efficient tomography of low-degree quantum channels from experimentally
accessible data was lacking. We address this by presenting a protocol that enables complete
and scalable reconstruction of low-degree channels using only single-qubit state preparation
and measurement. Unlike previous learning-based approaches [29], which assume access to
multi-qubit operations, our restriction to single-qubit control is a key conceptual and practical
advance, making the protocol directly applicable to current quantum devices.

Our approach operates within the same randomized-measurement framework as shadow tomog-
raphy [30]. In this setting, properties of quantum states or processes are inferred from data
obtained via randomized single-qubit measurements and post-processed using a reconstruction
function. Standard shadow tomography employs a fixed, canonical choice of this function,
which is highly effective for estimating expectation values of quantum states. However, when
applied directly to quantum process tomography, this choice leads to exponential sample com-
plexity [20]. It has long been observed [31-33]—though often overlooked in practice—that the
reconstruction function is not uniquely defined. In this work, we exploit this freedom in a con-
crete and practically relevant way: by tailoring the reconstruction function to the low-degree
structure of the noise channel, we reduce the sample complexity from exponential to polynomial.
To our knowledge, this represents the first example where customizing the reconstruction func-
tion yields a rigorous exponential-to-polynomial improvement in a practically relevant scenario.
More precisely the sample complexity M to estimate a d-degree noise channel with probability
1 — ¢ and precision € in /5 and diamond-distance is respectively:

M, — OW@og(1/9) <1Og (Z)) M, = nO@0008(1/9) . ) <1Og (;)) , (1)
We believe this result to be of independent technical interest beyond the scope presented here.
Moreover, we highlight that the experimental procedure remains unchanged: the measurements
are identical to those of standard shadow tomography, involving only single-qubit preparations
and measurements. This has two important implications. First, such operations are universally
available and relatively reliable on today’s platforms, unlike multi-qubit preparations and mea-
surements which require entangling gates and thus introduce significant noise. Second, since
single-qubit operations are much less noisy, it is reasonable to treat them as effectively error-free,



which allows us to isolate and characterize the noise arising specifically from multi-qubit gates.
These aspects make our tomography protocol not only experimentally feasible with current
technology but also self-consistent in its reconstruction of noise processes.

(ii) Isolating the noise process. The second challenge concerns gate inversion. In fact, the
discussion so far assumed that the experimental data is taken directly from the noise channel.
In practice, however, we never have access to the isolated noise process. What we observe is the
combined effect of the intended gate and the accompanying noise. This distinction is crucial:
even if the noise itself is low-degree, the composition of gate and noise will in general no longer
have that structure-for instance, when considering a full layer of entangling gates. The need
to separate the gate action from the noise has long been recognized and has been addressed
in various ways. The most common approaches are: (i) introducing randomness through gate
sequences [8], which averages out the action of the gate but sacrifices all coherent information
about the noise, or (ii) performing the inversion directly on hardware, which introduces further
errors due to the additional gate applications.

Our approach is different: we propose to invert the ideal gates entirely in classical post-
processing. This strategy avoids the extra noise introduced by hardware inversion while still
giving experimental access to the full noise channel. Such post-processing, however, could un-
dermine the efficiency of the protocol. We analyze this issue and identify broad classes of circuits
where the classical inversion can be carried out with polynomial overhead. We find that this
includes layers of two-qubit gates that contain only a polylogarithmic number of non-Clifford
operations. Sample complexity for the reconstruction of the noise arising from such a layer is:

My = Oldlog(1/9) 0 (np+1 log (Z)) M, = nO@+p 0051/ . <1Og (;)) )
where p is the product of the exponents appearing in the polynomial dependence on log of
the support of non-Clifford gates. By embedding this classical inversion within the shadow-
tomography framework, we obtain an efficient and experimentally feasible protocol for the
complete characterization of low-degree noise channels arising from a broad class of gate layers.

Numerical results. We complement our theoretical analysis with numerical simulations that
validate the performance of the protocol. In a first scenario, we consider solely the noise channel
consisting of low-degree but entangling errors, and apply our tomography method directly to
reconstruct it. In a second, more realistic setting, we study a layer of iSWAP gates followed by
single-qubit noise, which can be well approximated by a low-degree model. In both cases, the
numerical results confirm that the sample complexity scales in accordance with our theoretical
predictions, supporting the claim that our approach is both efficient and robust in practice.

Outlook. An important direction for future work is to understand and mitigate the impact
of state preparation and measurement (SPAM) errors, which remain a dominant source of in-
accuracy in current quantum platforms [24]. While our protocol assumes ideal single-qubit
preparation and measurement, relaxing this assumption will be crucial for its practical im-
plementation. Promising directions include adapting mitigation strategies developed within
the shadow tomography framework, such as robust shadow estimation [34] and probabilistic
error cancellation [35, 36]. Integrating these techniques could enable the suppression of SPAM-
induced errors without fundamentally altering the structure of the protocol. A systematic
treatment of SPAM errors in this setting, however, remains an open problem and is left for
future investigation.
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