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Motivation. As quantum technologies progress beyond the NISQ era [1, 2], learning from quantum data pro-
duced by quantum sensors and simulators will become central to scientific discovery. Yet most researchers will
access such data only indirectly, delegating computations and measurements on a priori unknown quantum data
to public, untrusted but stronger quantum devices to tackle problems beyond the reach of private, trusted but weaker
devices. Verifying the correctness of the data as well as ensuring that the learned target and the conclusions drawn
from it remain private thus become pivotal challenges. For instance, a researcher using cloud-based quantum sen-
sors to probe material properties may want to keep their findings confidential, even though the raw measurement
data is collected on shared infrastructure.

Such a setting of quantum learning from remote data access is incomparable to that of verified (blind) quantum
computation (V(B)QC) [3-6]: In V(B)QC, a (mostly/entirely) classical client delegates known quantum computa-
tions on trusted input data to an untrusted quantum server. In contrast, we consider a client that aims to process
untrusted, public data obtained by delegating data collection, rendering V(B)QC insufficient. While recent work
has explored interactively verified learning from remote quantum data access [7-9], these lack privacy guarantees.
This necessitates new models and algorithmic tools for verifiable private learning from remote data access.

To address privacy in classical delegated data collection, the covert learning model was introduced by [10]. Infor-
mally, two core objectives of a covert learning algorithm are:

1. Efficient Learning: The algorithm should efficiently use the oracle access to the unknown concept to obtain
good learning guarantees (e.g., as phrased in agnostic PAC-learning [11, 12]).

2. Covertness (or Privacy): The algorithm should prevent an eavesdropper from gaining information about
the unknown concept.

This model of [10] comes with two caveats: First, it only instantiated covert algorithms under computational
hardness assumptions, Second, it is designed specifically to leverage separations between learning with classical
membership queries and classical random examples. However, given the plethora of data oracles considered in
classical and quantum learning theory—such as (quantum) examples [11-13], (quantum) statistical queries [14,
15], or copies of a quantum state [16—21]—more broadly applicable models for covert learning are needed. To pave
the way for covert learning algorithms in quantum learning theory, we thus view the following question as central:

Is efficient quantum learning with meaningful covertness possible without computational assumptions?

We formalize this question and answer it affirmatively in two complementary quantum learning-theoretic scenar-
ios. To endow learning algorithms with privacy and verifiability guarantees, we consider learners with two forms
of access to the same unknown object: a public, stronger oracle whose transcript is visible to an eavesdropper, and
a private, weaker oracle hidden from the eavesdropper. This reflects a practical and operational hierarchy: obtain-
ing high-quality quantum data (e.g., from multi-copy measurements or phase states) may require powerful cloud
services, while simple data (e.g., from single-copy measurements or classical queries) may be collected locally.

Covert Quadratic Function Learning, Stabilizer State Learning, and Pauli Shadow Tomography. Statis-
tical queries (SQs) are a fundamental data access model in classical learning [14], and their quantum analogue, the
quantum SQ (QSQ) model, has recently attracted significant interest [15, 22-25]. In the SQ model, given the target
function f, the learner submits a bounded query function q to receive an estimate of E,[q(x, f(x))]. Similarly, in
the QSQ model, for an unknown target state p, the learner submits a bounded observable M to receive an esti-
mate of tr[Mp]. This data access models a scenario where only approximate aggregate statistics of the data rather
than individual samples are available. This is especially well suited to noisy quantum hardware, where individual
measurement outcomes are unreliable, but some aggregate statistics can be trusted.



Among the most notable results on (Q)SQs are unconditional, exponential separations: learning parities from ran-
dom examples vs SQs [14] and learning quadratic functions from quantum measurement outcomes vs QSQs [22].
Thus, to efficiently solve these tasks, a learner that privately only has (Q)SQ-access needs to draw on additional
public (measurement) samples. Our first contribution formalizes a notion of covert learning tailored to this remote
data-access setting and gives algorithms that achieve it. To ensure that the learned hypothesis remains private
despite a part of the data being public, we require a covert learner to satisfy:

1. 6.-Completeness: Using both the public and the private data access, the learner should identify the un-
known function with success probability > 1 — §..

2. 6,-Covertness: After seeing only the public data collected by the learner, any eavesdropper’s probability of
identifying the unknown target, over the target distribution and the learner’s randomness, is at most &p.

We achieve these desiderata for learning from public (measurement) examples and private (Q)SQs:
Theorem 1: We give computationally efficient covert algorithms for learning. ..
s ...parities with 6. = 27" and 5, = 1/poly(n) from poly(n) private SQs and O(n) public examples, and
» ...quadratic function states with . = 8, = 27" from n private QSQs and O(n) public measurements.

These results should be contrasted with a learner who only uses private (Q)SQs to solve the respective learning task
[14, 22]. Theorem 1 shows that the learner can be exponentially more query- and even computationally efficient
when making use of the more powerful public random/measurement example oracle, while using private SQ/QSQs
to ensure that little information about the learned function leaks to any eavesdropper.

Our algorithms here follow a two-step principle: First use the public oracle to reduce the space of possibilities,
then privately solve the learning task in the reduced space. Concretely, for parity learning, we first use public
examples to shrink the space of consistent parities to log(poly(n)) dimensions, where we can efficiently identify
the correct one using SQs. For learning a quadratic function described by some square matrix, we first use public
Bell sampling to learn all off-diagonal entries [22]. Then, we efficiently learn the diagonal entries using QSQs.
These protocols are covert because after seeing the intentionally-incomplete public data, an eavesdropper still has
to guess randomly among the remaining possibilities—poly(n) consistent parities in the former and 2" potential
diagonals in the latter case. This principle extends to other tasks such as learning stabilizer states [26, 27] and Pauli
shadow tomography [28-30]:

Corollary 1: We give covert algorithms for ...

» ...computationally efficiently learning stabilizer states with 5. = 8, = 27" from O(n) private 1-copy measure-
ments and O (n) public 2-copy measurements, and

« ...performing Pauli shadow tomography with 8. = 6, = 27" to accuracy 1/poly(n) with poly(n) private 1-copy
measurements and poly(n) public 2-copy measurements.

Contrasting this with the lower bounds faced by a learner that only relies on private 1-copy measurements—Q (n?)
copies for stabilizer state learning [21] and Q(2"/¢?) copies for e-accurate Pauli shadow tomography [31]— our
covert learner uses the public data access to achieve a sample complexity improvement, while ensuring that any
eavesdropper gains only a negligible chance of solving the learning task. Note that not every separation between a
public and private oracle yields a covert algorithm: the public queries must be designed so as not to inadvertently
reveal the target while still enabling efficient learning when combined with private queries.

Covert and Verifiable Quantum Data, Forrelation, and Simon’s. In the covert learning models considered
above, the oracle queries and responses are purely classical, despite relating to underlying quantum systems. If we
consider a fully quantum learning scenario with quantum queries and responses, however, a fundamental rule of
quantum physics comes into play: Observing in general perturbs a quantum system. Thus, we have to consider
covert verifiable learning, where in addition to completeness and covertness, we also require soundness against



adversaries that may modify the states, potentially causing the learner to output an incorrect result. Our second
contribution is to formally define and algorithmically realize covert verifiable learning from quantum data.

We focus on quantum data in the form of phase states |¢fPh) oc er{(),l}n(_l)f (x)|x) and quantum examples
|t//J]§X) o Yixefo1}n|% f(x)), both of which are ubiquitous in quantum algorithms in the oracle model [16-19]
as well as in quantum learning theory [13, 20]. First, we exhibit a simple adversarial strategy to show that,
information-theoretically, no protocol can simultaneously achieve correctness and covertness for quantum oracle
queries against general quantum adversaries in the worst case. Consequently, we identify a physically motivated
class of restricted adversaries, i.i.d. ancilla-free adversaries, against which we can efficiently, verifiably, and covertly
solve Forrelation [19] and Simon’s problem [18] using public quantum queries and private classical queries. This
adversary model captures scenarios where the eavesdropper lacks quantum memory and cannot maintain coher-
ence across rounds.

Theorem 2: We give covert verifiable algorithms for efficiently solving Forrelation and Simon’s problem from poly(n)
public quantum queries and poly(n) private classical queries with the following guarantees:

1. Completeness: With no adversary, the algorithm accepts and solves the problem with probability > 1 — 27",
2. Soundness: With any adversary, the algorithm accepts and fails to solve the problem with probability < 27".

3. Covertness: Any iid. ancilla-free adversary that extracts information about the unknown function(s) with
probability 1/poly(n) causes the learner to abort with probability > 1 — 27",

Crucially, the algorithms in Theorem 2 have polynomial query and time complexities. Thus, they overcome the
exponential classical query complexity lower bounds for Forrelation and Simon’s by using an untrusted, remote
quantum data oracle, all while maintaining privacy of the solution. Moreover, even without covertness, complete-
ness and soundness together as in Theorem 2 constitute a new result in interactively verifying quantum learning.

Our core algorithmic contribution is a subroutine for covertly and verifiably acquiring copies of |¢j€h> (or |¢JF;X>)
from public quantum queries and private classical queries. For verification, we employ classical query access
to perform shadow overlap-based phase state certification [32], which we lift from its original i.i.d. context to
our adversarial setting using tools from [33]. To ensure covertness, the algorithm maximally entangles the public
queries with an auxiliary private register. Any eavesdropping attempt necessarily breaks the entanglement, leading
to an irrecoverable loss in global fidelity that the learner can detect via shadow overlap estimation.

Outlook. As public and shared quantum computing infrastructure matures, we expect privacy-preserving quan-
tum learning to become increasingly relevant; our models and techniques, building on tools from quantum learning,
tomography, and certification, can serve as a starting point for a corresponding theory. Our work opens several
directions for future research. On the one hand, extending our results to stronger adversary models in bounded
and noisy storage settings [34, 35], to non-uniform or noisy quantum data [36-39], and to channel or Hamiltonian
learning problems [24, 40-43] are important technical challenges. On the other hand, given connections between
classical covert learning and key exchange [10], there is room to illuminate the connections of covert quantum
learning to quantum cryptography. We believe that this combination of a newly proposed framework, novel algo-
rithms, and intriguing future directions will be of interest to the QTML audience.
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