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1 Introduction
Deep neural networks remain vulnerable to adversarial examples—small input perturbations that flip a pre-
diction. In the practical black-box threat model the attacker can only query the model’s outputs, with no
gradient access [ACFH20, CJW20, VAR24]. Early single-pixel [SVS19] and multi-pixel [CH19, MMDF19]
attacks exposed classifier vulnerability to sparse perturbations, and later methods improved query efficiency
via random [CAS+22] or Bayesian [VAR24] search. This is especially hard for sparse ℓ0 attacks that modify
only a few pixels, requiring search through a vast discrete space; state-of-the-art methods still need 102–104

queries per image [CAS+22, VAR24], which scales poorly with resolution and makes generating enough
samples for robust training prohibitively expensive. We adopt Sparse-RS [CAS+22] as our baseline because
its query mechanism—one evaluation per query, no amortized state—aligns exactly with our oracle model;
other families optimizing different norms or feedback types (score-based [ACFH20], label-only [CJW20])
are not directly comparable on ℓ0 query efficiency [ZYZ+25].

Quantum search subroutines provide proven speedups for unstructured search [Gro96, BBBV97], yet ex-
isting quantum adversarial ML work overwhelmingly studies the reverse direction—the vulnerability of quan-
tum classifiers to classical attacks [LDD20, LW20, WEL+23, TYZ+25], robustness certificates [DWS+26],
and quantum-enhanced defenses [WTL+23]; to our knowledge no prior work attacks classical models with
quantum search. By encoding the pixel-selection and color-substitution process into a quantum register and
treating the black-box classifier as a quantum oracle—so that one quantum query is methodologically equiv-
alent to one classical evaluation—Grover’s algorithm [Gro96] promises a quadratic query speedup. How-
ever, its optimal iteration count depends on the number of successful perturbations M , which is unknown
a priori and varies across inputs; estimating M via quantum counting introduces a substantial Ω(

√
N) up-

front cost, creating a regime in which the overhead alone exhausts the attacker’s budget. Variants such as
BBHT [BBHT98] search without knowing M , and threshold-tightening yields quantum minimum-finding
(GAS) [DH96, Bul07], but their application to ML security remains largely unexplored.

Our contributions are: (i) the first formalization of black-box adversarial attacks as a quantum oracle
search problem, with a proof of quantum advantage over classical methods; (ii) a Grover Adaptive Search
(GAS) framework that eliminates the counting bootstrap and delivers a practical speedup under realistic
query constraints; and (iii) a closed-form characterization of the quantum-advantage crossover, validated on
datasets from small digits to ImageNet.

2 Main Results
Problem setting. We cast the sparse ℓ0 attack as discrete search. A candidate k-pixel perturbation is a
bitstring z ∈ {0, 1}n; for single-pixel attacks (k=1), z concatenates a pixel position p (using a Morton Z-
order encoding to preserve spatial locality under the Hamming metric) and a binarized color c (Gray-coding
the RGB-cube corners). The perturbed image is x(z) = x0⊕z, and the search space has size N := 2n. Given
a clean image x0 correctly predicted as y0 = f(x0), we define the adversarial energy via the logit margin

E(z) := ℓy0(x0 ⊕ z) − max
c̸=y0

ℓc(x0 ⊕ z), (1)

where ℓ denotes pre-softmax scores. An (untargeted) attack succeeds iff E(z) ≤ 0. The number of solutions
is M := |{z : E(z) ≤ 0}| and their density ρ := M/N . In our black-box oracle model, querying E(z) ≤ 0
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for one candidate costs exactly one oracle query, matching a single classical forward pass; attack efficiency
is measured by the first-hit budget T .

We compare against Sparse-RS [CAS+22], a strong score-based classical baseline whose single-forward-
pass query mechanism aligns exactly with our oracle model, enabling an oracle-honest head-to-head compar-
ison (one query = one call to E(z)).

Lemma 1 (Sparse-RS single-pixel first-hit). For single-pixel attacks, if N > M ≫ 2ncolor and density
ρ = M/N , then E[T SR

first-hit] = (1/ρ)
(
1 +O(2ncolor/M)

)
.

Classical search thus scales linearly as 1/ρ: to leading order the baseline needs 1/ρ queries on average.

Theorem 1 (Grover dead zone). In the single-pixel asymptotic regime, for error tolerance ϵ, the counting
phase of vanilla Grover costs Tcount(ρ, ϵ) := π/(ϵ

√
ρ). For any budget T < Tcount(ρ, ϵ), vanilla Grover

deterministically finds zero successful attacks, whereas Sparse-RS finds at least one with probability 1− (1−
ρ)T + o(1).

Theorem 2 (Quantum advantage over Sparse-RS). In the same regime: (1) under BBHT, the GAS first-hit
budget satisfies E[TGAS

first-hit] ≤ 4.5/
√
ρ with no counting bootstrap, and asymptotically outperforms Sparse-

RS for densities below the leading-order threshold ρ < 4/81 ≈ 4.9%; (2) vanilla Grover under amplitude
estimation outperforms Sparse-RS only below a much sparser threshold, delayed by its

√
N bootstrap penalty.

Because classical search scales linearly with 1/ρ while quantum search scales with 1/
√
ρ, quantum methods

inevitably win as attacks become harder (i.e., sparser). GAS-BBHT enjoys this scaling immediately by
bypassing the counting phase, whereas vanilla Grover realizes it only on much harder targets where its initial
overhead can be amortized.

3 Main Techniques
Grover search initializes a uniform superposition over all N candidates and iterates the Grover operator
G = DO: a phase oracle O|z⟩ = (−1)1{E(z)≤0}|z⟩ flips the sign of successful states (one application =
one classical-equivalent query), and a diffusion operator D redistributes probability mass onto them. After
k⋆ ≈ (π/4)

√
N/M iterations, the success probability is maximized. Because M is unknown and varies

across images, applying G too few or too many times “under-” or “over-shoots” the amplitude. Vanilla
Grover must therefore prepend a quantum counting subroutine [BHMT00] to estimate M ; this bootstrap
costs Ω(

√
N) and, under a tight budget, consumes all queries before any search begins.

To bypass the bootstrap, we build on Grover Adaptive Search [DH96, BBW05, Bul07] driven by the
BBHT schedule [BBHT98]. Rather than pre-computing M , BBHT draws an iteration count kt uniformly
from a dynamically growing window [0,mt−1]; on a failed measurement the window expands (mt+1 =
min(⌈1.2mt⌉, ⌈

√
N⌉)) and retries. This randomized strategy achieves the optimal 4.5

√
N/M query com-

plexity while requiring only O(1) first-round cost, so the quantum advantage materializes even under strict
budgets. We wrap BBHT in a threshold-tightening loop that globally samples the improving subset {z :
E(z) < τ}, updating τ ← E(z′) on each better candidate, with a domain-specific floor-cap at the success
boundary (τ=0): since any E(z) ≤ 0 already flips the prediction, we stop tightening there and redirect the
speedup toward discovering diverse adversarial examples. Query accounting stays fully transparent: the to-
tal cost is just the cumulative Grover iterations plus measurement verifications, with no hidden calibration
overhead.

4 Experiments
We benchmark across 11 image datasets spanning four spatial scales and both standard and adversarially-
trained classifiers: UCI [AK98] (8×8) and USPS [Hul02] (16×16) digits against MLPs; CIFAR-10 [KH+09]
(32×32) against ResNet-20 and an ℓ∞-robust WRN-28-10 [WPD+23]; Tiny-ImageNet [LY+15] against
a ResNet-50; and ImageNet [RDS+15] (256×256) against a standard ResNet-50, a robust ResNet-
50 [SIE+20], and a ViT-B/16 [DBK+20] (n=19 qubits). Positions use a Morton space-filling curve [Mor66]
and colors are endpoint-quantized, matching the classical baseline. All three attackers—Sparse-RS, vanilla
Grover, and GAS-BBHT (ours)—run under oracle-honest accounting: every E(z) call, Grover iteration, and
post-measurement verification counts as one query. For each landscape, we evaluate the first 50 correctly
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Figure 1: First-hit oracle cost versus marked density ρ for ImageNet single-pixel (left, n=19) and CIFAR-10 two-pixel
(right, n=23) attacks. Solid: mean ±95% CI for Sparse-RS (blue △), GAS-BBHT (red □), vanilla Grover (green
◦). Dashed: 1/ρ uniform reference (grey), the Grover counting threshold π/(ϵ

√
ρ) (green), and the GAS upper bound

4.5/
√
ρ (red). Shaded: the dead zone, inside which vanilla Grover finds nothing.

classified images with ρ > 0, computing the exact density ρ := M/2n by exhaustive enumeration (feasible
since n ≤ 23) and averaging over 10 independent chains per image; the resulting densities span seven
decades (ρ ∈ [∼10−7, 0.5]) and are aggregated into log10-decade bins with 95% confidence intervals.

Empirical first-hit costs conform to the theory (Fig. 1). GAS-BBHT is the most efficient attacker in every
density bin, operating 2–4× below the 4.5/

√
ρ upper bound and tightly tracking the classical 1/ρ curve from

below. As predicted by Theorem 2, GAS-BBHT strictly overtakes Sparse-RS once ρ ≲ 4/81. Vanilla Grover
also eventually overtakes the classical baseline, but its

√
N bootstrap delays this crossover to much sparser

densities (ρ ≈ 10−3). Across 400 per-image benchmarks, GAS-BBHT achieves a median speedup of 6.0×
on the first attack, growing to 9.6× on a second distinct perturbation because it carries no estimation phase to
amortize. Vanilla Grover’s counting cost is instead a one-time expense: it wins only 49% of first-attack cells
(the dead zone), but its win rate jumps to 93% on the second attack (median 9.9×) once the marked-count
estimate is cached.

On two-pixel CIFAR-10 (n=23) the classical baseline is no longer naive—Sparse-RS drops below 1/ρ
by exploiting local spatial correlations—yet GAS-BBHT still keeps a decisive 2–4× lead across the sparse
regime (ρ ∈ [10−5, 10−2]). Extending the budget to T=105 exposes an amortization crossover: once vanilla
Grover pays its one-time counting penalty, it overtakes GAS-BBHT on mid-density bins, whereas classical
search suffices only in the ultra-dense regime (ρ ≥ 10−1).

Simulating symmetric depolarizing noise after each Grover iteration at per-qubit rates p ∈ {10−3, 5 ×
10−3, 10−2} (matching near-term trapped-ion and superconducting hardware [Pre18, BCLK+22]), GAS-
BBHT retains its quantum advantage (r ≥ 1) across all benchmarks, with noisy query costs within a factor
∼ 2 of ideal execution. Vanilla Grover’s dense-regime drop is driven by its counting overhead rather than
noise amplification.

Feeding the discovered samples into a closed-loop training pipeline, at a constrained budget of T=100
queries per image, GAS-BBHT improves robust accuracy by +2.2 pp over Sparse-RS, driven by broader
coverage of the target set. Vanilla Grover finds zero examples at T=100 (counting alone costs∼ 142 queries)
and collapses to the weak baseline—a direct materialization of the dead zone. Clean accuracy stays within
0.6 pp of the original across all fine-tuned models.
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