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Introduction

QuantumMachine Learning (QML) is still a dynamic area of research, where
lots of challenges are addressed, such as finding a concrete use-case exhibit-
ing quantum advantage, using QML models to increase the speed of classical
Machine Learning tasks, or even optimizing their consumption of energy.
One of the main difficulties of QML methods is the phenomenon of Bar-
ren plateaus, where the gradients of the loss functions vanish exponentially
fast [1]. Some works manage to identify patterns that can lead to Barren
plateaus in variational quantum circuits [2], but very few models are proven
to be Barren plateau safe. To circumvent this issue, one particular quan-
tum algorithm seems to be a good candidate: the quantum convolutional
neural networks [3, 4]. However, it has been shown that these models are
quite always classically simulable [5]. One reason of this is also the fact
that the datasets that we use or the use-cases where we want to apply these
models are too simple. On the other hand, some people avoid the Barren
plateau issue by using quantum kernel methods, which can describe quite
every supervised learning task implying a quantum circuit [6]. For this kind
of method, turning to Quantum Photonic circuits also allows to use shallow
models and to control their expressivity with the input photon number [7].

In this paper, we want to apply all this knowledge about QML and
photonic circuits to a concrete problem which is malware detection. This
is an important cybersecurity topic, and we believe that QML can deal
more easily with our datasets, which are much more complex than the usual
datasets (MNIST, Iris, ...), than classical model which would need lots of
samples and lots of features to train correctly.
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1 Preprocessing and dataset

Malware detection is an important part of the cybersecurity area of research.
We focus on Windows Portable Executable (PE) files, because that is the
most represented category of files, and the most subject to attacks. We gath-
ered them from datasets Bodmas [8] and PE Malware Machine Learning [9].
Our aim is to train an algorithm to detect if a certain file is malicious or not.
In order to do so, we rely on a preprocessing called Ember [10] which allows
to extract from the files more than 2,000 statistical and semantic statistical
and semantic features. Once all these features are gathered, we performed
feature selection in order to identify the ten most impactful features, and
we computed a ”malicious score” which gives a rate from 0 to 1 about how
dangerous the file can be [11]. Thus, we finally deal with only 11 features
per sample.

All of our quantum paradigms utilize identical preprocessing pipelines
and evaluation protocols implemented through the MerLin framework, Quan-
dela’s upcoming machine learning interface that abstracts quantum pho-
tonic circuit details into hyperparameters accessible to machine learning re-
searchers. The 11-feature malware dataset (163k samples total) undergoes
PCA reduction to 5-8 components suitable for quantum depending on the
circuit size employed. Data partitioning uses a subset for train/test splits
while the remaining dataset serves as an independent validation set, main-
taining class distribution integrity. For image-based models, all images were
resized to 32x32 before testing. Notably, a training size of 800 samples and
a test size of 200 samples was used, taking the other 162,000 as a validation
set. Tests with datasizes of 1,000 and 5,000 were also explored. A grid of
models over training schemes, photon numbers, and circuit architectures are
trained and compared in feature vector format and direct image-format for
the QCNN model.

2 Algorithms and results

We evaluate three photonic quantum approaches on this benchmark. First,
quantum kernel methods use photonic circuits as feature maps and train an
SVM from the resulting kernel matrices. These experiments are particularly
useful for studying how the representation changes with the number of modes
and photons. Second, variational quantum neural networks (QNNs) train
photonic circuits directly, either through measurement-to-label mappings
or through a learned classical linear readout applied to the quantum out-
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put distribution. Third, quantum convolutional neural networks (QCNNs)
are applied to 32ˆ32 image representations of the binary files, providing a
complementary image-based quantum model.

As a classical reference, an RBF-kernel SVC trained on the same 1k-
sample scale reaches approximately 94% validation accuracy. The best tab-
ular photonic QNN reaches 92.18% accuracy, with macro F1 0.9216 and bal-
anced accuracy 0.9219, approaching but not exceeding this classical kernel
reference. On a 3-class malware-family task, the best QNN reaches 84.60%
accuracy and macro F1 0.8393, showing that the approach is not restricted
to binary detection. However, the QNN results are strongly dependent on
hyperparameters such as feature count, number of modes, number of pho-
tons, measurement mapping, readout choice, and random seed; they do not
yet show a clean monotonic scaling trend.

The photonic kernel experiments give a clearer scaling signal. Increasing
the accessible Fock-space dimension through modes and photon number im-
proves the best observed kernel configurations, which reach approximately
91% accuracy in the tested regimes, although the trend is not perfectly
monotonic. The QCNN route is less competitive: on the 32ˆ32 image repre-
sentation with an 80/20 split, the best QCNN test accuracy reaches 72.15%,
while fixed-train QCNN runs remain around 68% macro F1. Thus, QCNNs
are included for completeness, but the tabular representation is currently
more effective.

2.1 Discussion

The results demonstrate that the validation accuracy of both the kernels and
the variational quantum neural network scale with the number of photons.
The QCNN does not reach the same level of competitiveness. This suggests
that the photon-scaling should be extended and that work should be done
towards finding optimal configurations. Test accuracies reaching up to 93%
and validation accuracies up to 92% were obtained for the various models
tested. These results approach the accuracy of the fully classical model
which obtained 94% on validation. Among the models that we tested, the
kernel methods and QNN methods were most consistent for our cybersecu-
rity use-case. Further work should be done on benchmarking the QNN on
larger or unbalanced datasets and edge-cases to find a particular area where
it overcomes the classical.
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